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Router A has a FastEthernet 0/0 with an IP address of 192.168.16.1.  One host named 
Host 1 is attached to this interface and has the address 192.168.16.2.   FastEthernet 0/1 is 
also attached to Router A and has an address of 192.168.60.1 and one attached host 
named Host 2 with the address 192.168.60.2.  Router B has a FastEthernet 0/0 with an IP 
address of 192.168.18.1.  Two hosts are attached to this interface.  Host 3 has the address 
192.168.18.2 and host 4 has the address 192.168.18.3.  Additionally, Router B has a 
loopback 0 with the address 172.16.8.1.  Routers A and B are connected with a serial 
connection.  Serial 0/0 on Router A has the address 192.168.2.1 and Router B has the 
address 192.168.2.2 on its Serial 0/0.  The mask on all interfaces is 255.255.255.0 and the 
Routing protocol is RIP version 1.0.   
 
1.  Draw the Network Diagram and label the interfaces with their IP addresses. 
2.  Develop and apply a standard ACL that does the following: 
 
 All hosts on networks with the range 192.168.16.0 to 192.168.60.0 should not be 
            able to access any hosts on Router B networks (both Ethernet and loopback) 
          
            All other traffic should pass. 
 
3.  Develop and apply an extended ACL that does the following: 
 

 Hosts on Router B's Ethernet can not Telnet to hosts on the 192.168.16.0  
             network. 

 
 All other traffic should pass. 
 

4.  Develop and apply an ACL that will restrict all users on Router A from all vty access 
     to Router B using a permit statement (Hint:  Think local LAN access only). 

 
Write statements that will apply all these access lists to the correct interface(s) in the 
correct direction on the correct router.  Draw your diagram in landscape on the next page 
with the access lists below the diagram.  Use the back of these pages to calculate the 
wildcard mask and bit pattern to match to the incoming packets. 
 
Enjoy! 
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